CIRCUIT FOR MODIFYING STORED DATA 

BACKGROUND OF THE INVENTION 

The present invention relates to a circuit for use in an 

5 LSI such as a microprocessor or digital signal processor 
(DSP) to correct errors that have been found in data stored 
on some storage medium like a masked ROM for the LSI, 

Recently, the number of devices integrated together in a 
digital LSI, like a microprocessor or DSP, has been rising 

10 steeply and a memory circuit built in that LSI has its storage 
capacity increased year after year. Among other things, a 
masked ROM has a storage capacity much greater than that of a 
memory of any other type, and is mainly used as storage of a 
program to be executed by a processor. 

15 As its name signifies, a masked ROM is an electrically 

non-alterable, read-only memory. So a program to be executed 
by its host processor or data required for that purpose is 
written on a ROM of this type while the LSI including the ROM 
is being fabricated. However, the greater the size of a pro- 

20 gram to be written, the more likely the program contains some 
errors. Accordingly, it has become more and more difficult to 
eliminate errors from a program of that huge size while an LSI 
is being fabricated. Thus, where errors have been found in a 
program or data that was stored on a masked ROM while an LSI 

25 was being fabricated, those errors should be corrected in some 
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, way or other when the LSI is operated. 

FIG. 7 is a block diagram illustrating a known stored da- 
ta modifier. A microprocessor 62 outputs an address signal 
SAD, specifying the address of data to be read out from a 

5 masked ROM 61, to the masked ROM 61 and an address comparator 
65. In response to the address signal SAD, the masked ROM 61 
outputs the data, which has been stored at the address speci- 
fied by the address signal SAD, as a ROM data signal SROM to a 
selector 68. An address register 66 outputs a reference ad- 

10 dress signal to be compared to the address signal SAD. On re- 
ceiving the address signal SAD and reference address signal, 
the address comparator 65 compares these signals to each 
other. And if the comparator 65 finds these signals matching, 
the comparator 65 outputs a correspondence signal SCI to the 

15 selector 68. If the selector 68 has received this correspon- 
dence signal SCI, the selector 68 selectively delivers the 
output of a data register 69 as a data signal SDT to the mi- 
croprocessor 62. Otherwise, the selector 68 selectively out- 
puts the ROM data signal SROM as another data signal SDT to 

20 the microprocessor 62 . 

When the data modifier shown in FIG. 7 finds an error in 
the program or data stored on the masked ROM 61, the modifier 
specifies the address associated with the error on the address 
register 66 and stores substitute correction data on the data 

25 register 69. In this case, where the microprocessor 62 has 
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specified the address of error-free data, the address compara- 
tor 65 does not find the address signal SAD and the reference 
address signal matching. Accordingly, the ROM data signal 
SROM, output from the masked ROM 61, is delivered to the mi- 
5 croprocessor 62. However, where the microprocessor 62 has 
specified the address of data containing an error, the address 
comparator 65 does find the address signal SAD and the refer- 
ence address signal matching. As a result, the correction 
data, which has been pre-stored in the data register 69, is 
m 10 sent to the microprocessor 62- In this manner, the erroneous 
H program or data stored on the masked ROM 61 can be modified, 

ly In the known data modifier, if the microprocessor 62 has 

specified the address of data containing an error, then the 
'r^! erroneous data, read out from the masked ROM 61, is replaced 

15 at a time with the correction data that has been stored on the 
data register 69. 

Suppose the masked ROM 61 of this data modifier outputs a 
data word with a multi-byte width, e.g., a 4-byte width. That 
is to say, let us suppose that the masked ROM 61 should read 
20 out 4-byte data at a time as a data word. In that case, if a 
4-byte data word output contains errors, then the 4-byte data 
word, starting at an address represented by a multiple of four 
(which will be herein called a "4 -byte-aligned address" or an 
"access boundary"), is replaced at a time. Then, the errone- 
25 ous data word cannot be modified on an arbitrary unit. In 
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other words, the data word to be replaced cannot start at an 
arbitrary address. 

The microprocessor may issue a set of instructions of 
various lengths. That is to say, the number of bytes of one 
5 operation code for an instruction may be different from that 
of another* In that case, an operation code for an instruc- 
tion included in the set may require reading data, starting at 
a non-4-byte-aligned address and covering two or more data 
words, from the masked ROM. Accordingly, if an instruction 
10 requires data covering a storage area, including, but not 
starting at, a 4-byte-aligned access boundary on the masked 
ROM, then it is difficult for the known data modifier to modi- 
fy the data required even when the number of bytes of the in- 
struction is four less. 

15 

SUMMARY OF THE INVENTION 

It is therefore an object of the present invention to 
provide a stored data modifier that can modify data starting 
at any arbitrary address on some storage medium, like a masked 
20 ROM, which should output data with a multi-byte width. 

To achieve this object, the stored data modifier of the 
present invention includes a correspondence detector and a 
stored data selecting section. The correspondence detector 
determines whether or not correspondence is found between a 
25 correction address and a specified address or between the 
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^ ^ correction address and one of a predetermined number of ad- 
dresses starting at or preceding the specified address. The 
stored data selecting section selectively delivers, on a 
byte-by-byte basis, either the output data of storage means 
5 or correction data in accordance with the low-order bit value 
of the correction address. 

Specifically, an inventive stored data modifier modifies 
output data of storage means that outputs a data word with a 
width of 2^ (where N is a natural number) bytes. The data 
m 10 word is stored at respective addresses, starting at an address 
y specified as a multiple of 2^ by an address signal, on the 

lU storage means. The circuit includes data register, address 

register, correspondence detector and stored data selecting 
i^y section. The data register retains correction data with the 

% 15 width of 2^ bytes thereon. The address register retains a 
correction address thereon. The correspondence detector re- 
ceives the address signal and the correction address and de- 
termines whether or not correspondence is found between the 
correction address and one of a number 2^ of addresses start- 
20 ing at, or preceding, the address specified by the address 
signal. If the correspondence detector has found the corre- 
spondence, the stored data selecting section selectively out- 
puts, on a byte-by-byte basis, either the output data of the 
storage means or the correction data in accordance with the 
25 address signal and the correction address. The inventive cir- 
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cuit delivers the output of the stored data selecting section 
as modified stored data. 

According to the present invention, the correspondence 
detector can determine whether or not correspondence is found 
5 between a correction address and a specified address or be- 
tween the correction address and one of a predetermined num- 
ber of addresses starting at or preceding the specified 
address. And if the correspondence detector has found the 
correspondence, the stored data selecting section selectively 
10 outputs, on a byte-by-byte basis, either the output data of 
=y the storage means or the correction data in accordance with 

iy the address signal and the correction address. Thus, the in- 

:= ventive data modifier can modify data starting at any arbi- 

m trary address. For example, the circuit can correct any error 

1;^ 15 found in an operation code covering a storage area including, 
but not starting at, an access boundary. 

In one embodiment of the present invention, the stored 
data selecting section preferably includes a byte selector and 
a byte selection controller. The byte selector selectively 
20 outputs, on a byte-by-byte basis, either the output data of 
the storage means or the correction data. The byte selection 
controller controls the selective output of the byte selector 
in accordance with an N^^-bit value of the address signal, a 
low-order-(N + 1 )-bit value of the correction address and the 
25 output of the correspondence detector. 
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In this particular embodiment, the byte selection con- 
troller preferably controls the byte selector in such a man- 
ner that an M^^ byte (where M is an integer and 0^M<2'') of 
the correction data is selected as an M^^-byte output of the 
5 byte selector if 

a) the correspondence detector has found the correspon- 
dence; and 

b) -i) the N^'^-bit value of the address signal is equal to 
an N'^^-bit value of the correction address and a low- 

10 order-N-bit value of the correction address is less than 

(M+1); or 

b)-ii) the N^^-bit value of the address signal is differ- 
ent from the N^^-bit value of the correction address and 
the low-order-N-bit value of the correction address is 
15 equal to or greater than (M+1), 

and that an M^^-byte output of the storage means is selected 
as the M^^-byte output of the byte selector if the conditions 
a) and b) are not met. This type of control is effectively 
applicable where the little endian method is adopted as a byte 
20 storing method. 

In another embodiment of the present invention, the in- 
ventive circuit may further include a data rotator for rotat- 
ing the correction data on a byte-by-byte basis by the number 
of bytes that corresponds to a low-order-N-bit value of the 
25 correction address. In that case, the stored data selecting 
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, ^ section preferably receives the output of the data rotator 
instead of the correction data. Then, correction data can be 
stored on the data register in the very order in which the re- 
spective bytes thereof will be subject to modification. 
5 In still another embodiment, if a result obtained by 

subtracting a value of the correction address excluding low- 
order N bits thereof from a value of the address signal ex- 
cluding low-order N bits thereof is ''0" or ''1", then the cor- 
respondence detector should find the correspondence. 

IS; 

10 Another inventive stored data modifier modifies data re- 

y ad out from storage means that outputs a data word with a 

ru 

uj width of 2^ (where N is a natural nuitiber) bytes. The data 

word is stored at respective addresses, which start at an ad- 
ffl dress specified as a multiple of 2^ by an address signal, on 

K 15 the storage means. The circuit includes a number of data reg- 
isters, the same number of address registers, the same number 
of correspondence detectors, data register selector, address 
register selector and stored data selecting section. Each of 
the data registers retains correction data with the width of 
20 2^ bytes thereon. Each of the address registers retains a 
correction address thereon. The data and address registers 
together form the same number of register pairs. Each of the 
correspondence detectors is associated with one of the regis- 
ter pairs and determines, responsive to the address signal 
25 and the correction address retained on the associated address 
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^ register, whether or not correspondence is found between the 
correction address and one of a number 2" of addresses start- 
ing at the address specified by the address signal or between 
the correction address and one of a number (2^—1) of ad- 
5 dresses preceding the address specified by the address sig- 
nal. The data register selector receives the outputs of the 
correspondence detectors and outputs, as selected correction 
data, the correction data retained on one of the data regis- 
ters that is associated with one of the correspondence detec- 

10 tors that has found the correspondence. The address register 
selector also receives the outputs of the correspondence de- 
tectors and outputs, as a selected correction address, the 
correction address retained on one of the address registers 
that is associated with the correspondence detector that has 

15 found the correspondence. if the correspondence detector has 
found the correspondence, the stored data selecting section 
selectively outputs, on a byte-by-byte basis, either the out- 
put data of the storage means or the selected correction 
data, output from the data register selector, in accordance 

20 with the address signal and the selected correction address 
output from the address register selector. The circuit deliv- 
ers the output of the stored data selecting section as modi- 
fied stored data. 

In one embodiment of the present invention, the stored 

25 data selecting section may include a byte selector and a byte 
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selection controller. Preferably, the byte selector selec- 
tively outputs, on a byte-by-byte basis, either the output da- 
ta of the storage means or the selected correction data 
received from the data register selector. The byte selection 
controller preferably controls the selective output of the 
byte selector in accordance with an N^^-bit value of the ad- 
dress signal, a low-order- (N + 1 ) -bit value of the selected 
correction address received from the address register selector 
and the outputs of the correspondence detectors • 

In this particular embodiment, the byte selection con- 
troller preferably controls the byte selector in such a man- 
ner that an M"^^ byte (where M is an integer and 0^M<2'') of 
the correction data is selected as an M^'^-byte output of the 
byte selector if 

a) one of the correspondence detectors has found the 
correspondence ; and 

b) -i) the N^^-bit value of the address signal is equal to 
an N'^-bit value of the selected correction address and a 
low-order-N-bit value of the selected correction address 
is less than (M+1); or 

b)-ii) the N^'^'-bit value of the address signal is differ- 
ent from the N^^-bit value of the selected correction ad- 
dress and the low-order-N-bit value of the selected 
correction address is equal to or greater than (M+1), 
and that an M^^-byte output of the storage means is selected 
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^ as the M -byte output of the byte selector if the conditions 
a) and b) are not met. This type of control is effectively 
applicable where the little endian method is adopted as a byte 
storing method. 

5 In still another embodiment, the inventive circuit may 

further include a data rotator for rotating the selected cor- 
rection data on a byte-by-byte basis by the number of bytes 
that corresponds to a low-order-N-bit value of the selected 
correction address. In that case, the stored data selecting 
10 section preferably receives the output of the data rotator 
instead of the selected correction data. Then, correction 
data can be stored on the data register in the very order in 
which the respective bytes thereof will be subject to modifi- 
cation. 

15 In yet another embodiment, if a result obtained by sub- 

tracting a value of the correction address excluding low-order 
N bits thereof from a value of the address signal excluding 
low-order N bits thereof is "0" or if the result is "1" but a 
low-order-N-bit value of the correction address is not "0", 

20 then each said correspondence detector should find the corre- 
spondence . 

BRIEF DESCRIPTION OF THE DRAWINGS 
FIG. 1 is a block diagram illustrating a configuration 
25 for a stored data modifier according to a first embodiment of 
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, the present invention. 

FIG. 2 is a block diagram illustrating a detailed con- 
figuration for the stored data selecting section shown in 
FIG. 1. 

5 FIGS. 3A and 3B illustrate part of a program to be modi- 

fied by the circuit of the first embodiment. 

FIG. 4 is a block diagram illustrating a configuration 
for a stored data modifier according to a second embodiment 
of the present invention. 
10 FIGS. 5A and 5B illustrate part of a program to be modi- 

fied by the circuit of the second embodiment. 

FIGS. 6A and 6B illustrate a different part of the pro- 
gram to be modified by the circuit of the second embodiment. 

FIG. 7 is a block diagram illustrating a configuration 
15 for a known stored data modifier. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Hereinafter, preferred embodiments of the present inven- 
tion will be described with reference to the accompanying 
20 drawings . 



EMBODIMENT 1 

FIG. 1 illustrates a configuration for a stored data 
modifier according to a first embodiment of the present in- 
25 vention. This circuit is built in an LSI and forms an inte- 
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, gral part of a so-called "one-chip microcomputer". 

In FIG. 1, a microprocessor 12 operates on a 32-bit ba- 
sis and accesses a masked ROM 11 by outputting an address 
signal SAD to the ROM 11. A program to be executed by the 
5 microprocessor 12 is stored on the ROM 11 as an exemplary 
storage means as defined in the appended claims . 

The masked ROM 11 outputs a data word with a width of 4 
(=2^) bytes, i.e., 32 bits, so that 4-byte data can be read 
out from the ROM 11 at a time. That is to say, the address 

10 signal SAD specifies an address as a multiple of four (i.e., 
an address with low-order 2 bits of ''00"). Thus, every time 
the microprocessor 12 accesses the masked ROM 11, the ROM 11 
outputs a data word consisting of contiguous 4 bytes, starting 
at an address specified as a multiple of four by the address 

15 signal SAD, as a ROM data signal SROM. It should be noted 
that not only the program to be executed by the microprocessor 
12 but also data to be used by the microprocessor 12 for proc- 
essing purposes are also stored on the masked ROM 11. 

The microprocessor 12 issues variable-length instruc- 

20 tions to realize programming efficiently. That is to say, 
the number of bytes of an operation code for each single in- 
struction is variable depending on the specific type of the 
instruction. However, each instruction is stored at an arbi- 
trary address on the masked ROM 11. Accordingly, the operati- 

25 on code of a single instruction might be unable to fall within 
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, a storage area corresponding to one access operation (i.e., 
four bytes starting at an address specified by the address 
signal SAD) . Rather, the operation code could possibly cover 
a storage area requiring two or more access operations . 

Also, the microprocessor 12 is herein supposed to adopt 
the little endian method as a byte storing method. Specifi- 
cally, the 4 bytes in a data word read out from the masked 
ROM 11 will be stored on the microprocessor 12 in the order 
of 0^*^, l^S 2"^ and 3^^ bytes, where the 0^^ byte starts at an 
address specified by the address signal SAD. 

In FIG. 1, an address register 13 retains a correction 
address SCAD thereon, while a data register 14 retains cor- 
rection data SCDT with a width of 4 bytes (i.e., 32 bits) 
thereon. A serial write clock signal CLK and a serial write 
data signal WDT are input to both of the address and data reg- 
isters 13 and 14. These signals CLK and WDT are supplied 
through respective external terminals of the one-chip micro- 
computer including the data modifier shown in FIG. 1. By 
changing the level of the serial write data signal WDT syn- 
chronously with the serial write clock signal CLK, any correc- 
tion address SCAD and any correction data SCDT can be 
specified for the address and data registers 13 and 14 exter- 
nally from the one-chip microcomputer. 

As shown in FIG. 1, the address signal SAD output from 
the microprocessor 12 is also input to a correspondence de- 
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, tector 15, not just to the masked ROM 11. The correspondence 
detector 15 compares the input address signal SAD to the cor- 
rection address SCAD stored on the address register 13 and 
outputs a correspondence detection signal SCO when the detec- 
5 tor 15 finds correspondence between them. 

More specifically, if the correction address SCAD is in- 
cluded in a set of four addresses starting at, or preceding, 
the address specified by the input address signal SAD, then 
the detector 15 outputs an H-level correspondence detection 

10 signal SCO. That is to say, if the address signal SAD in- 
structs to access a set of four bytes, including a byte speci- 
fied by the correction address SCAD and starting at a 4 -byte- 
aligned address, and another set of four bytes succeeding the 
former set, then the detector 15 asserts the correspondence 

15 detection signal SCO. More specifically, the detector 15 sub- 
tracts a value of the correction address SCAD excluding the 
low-order 2 bits thereof from a value of the address signal 
SAD excluding the low-order 2 bits thereof. And if the re- 
mainder is ''0" or "1" (this means that (address signal SAD — 

20 correction address SCAD) is -3 or more and 4 or less), then 
the detector 15 outputs the H-level correspondence detection 
signal SCO. 

The correspondence detection signal SCO is input to a 
byte selection controller 18 for use to control a byte selec- 
25 tor 19. The byte selector 19 and byte selection controller 



15 



^ , 18 together makes up a stored data selecting section 17. 

FIG, 2 illustrates a detailed configuration for the 
stored data selecting section 17. As shown in FIG. 2, the 
byte selector 19 receives a 4-byte ROM data signal SROM and 4- 
5 byte correction data SCOT output from the data register 14. 
The byte selector 19 includes four selectors 19a through 19d,. 
which are provided for the respective bytes of the ROM data 
signal SROM or correction data SCDT. Accordingly, the byte 
selector 19 can select either the ROM data signal SROM or cor- 

0 

g 10 rection data SCDT on a byte-by-byte basis and can output any 
4 combination of four bytes selected as a data signal SDT. The 

4 data signal SDT output is sent as modified stored data to the 

microprocessor 12 . 

The selection operations performed by the selectors 19a 
Z 15 through 19d are respectively controlled responsive to byte se- 
lection control signals SSa through SSd output from the byte 
selection controller 18. If the associated byte selection con- 
trol signal SSa, SSb, SSc or SSd is at H-level, each selector 
19a, 19b, 19c or 19d selects the correction data SCDT. Other- 
20 wise, each selector 19a, 19b, 19c or 19d selects the ROM data 
signal SROM. 

The byte selection controller 18 receives not only the 
correspondence detection signal SCO but also the low-order 
three ( = 2 + 1) bits of the correction address SCAD and the 
25 second bit of the address signal SAD, thereby generating the 
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, byte selection control signals SSa through SSd. Specifically, 
the byte selection control signals SSa through SSd are respec- 
tively generated under the following combinations of condi- 
tions : 

5 a) Byte selection control signal SSa 

If the correspondence detection signal SCO is at H-level 
and if the 2"'^-bit value of the correction address SCAD is 
equal to the 2'"^-bit value of the address signal SAD^ then the 
byte selection controller 18 outputs an H-level byte selection 

10 control signal SSa so that the selector 19a selects the 3'''^ 
byte of the correction data SCDT. 

b) Byte selection control signal SSb 
If the correspondence detection signal SCO is at H-level, 
the 2'''*-bit value of the correction address SCAD is equal to 

15 the 2''*^-bit value of the address signal SAD and the low-order- 
2-bit value of the correction address SCAD is less than three, 
then the byte selection controller 18 outputs an H-level byte 
selection control signal SSb so that the selector 19b selects 
the 2""^ byte of the correction data SCDT* Also, if the corre- 

20 spondence detection signal SCO is at H-level, the 2'''^-bit value 
of the correction address SCAD is different from the 2'''^-bit 
value of the address signal SAD and the low-order-2-bit value 
of the correction address SCAD is three or more, then the byte 
selection controller 18 also outputs the H-level byte selecti- 

25 on control signal SSb so that the selector 19b selects the 2""*^ 
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^ byte of the correction data SCDT. 

c) Byte selection control signal SSc 

If the correspondence detection signal SCO is at H-level, 
the 2''*^-bit value of the correction address SCAD is equal to 
5 the 2"^-bit value of the address signal SAD and the low-order- 
2-bit value of the correction address SCAD is less than two, 
then the byte selection controller 18 outputs an H-level byte 
selection control signal SSc so that the selector 19c selects 
the 1^*" byte of the correction data SCDT. Also, if the corre- 
10 spondence detection signal SCO is at H-level, the 2'''^-bit value 
y of the correction address SCAD is different from the 2'''^-bit 

\aI value of the address signal SAD and the low-order-2-bit value 

of the correction address SCAD is two or more, then the byte 
^ selection controller 18 also outputs the H-level byte selecti- 

;^!: 15 on control signal SSc so that the selector 19c selects the 1^^ 
byte of the correction data SCDT. 

d) Byte selection control signal SSd 

If the correspondence detection signal SCO is at H-level, 
the 2'''^-bit value of the correction address SCAD is equal to 

20 the 2'''^-bit value of the address signal SAD and the low-order- 
2-bit value of the correction address SCAD is less than one, 
then the byte selection controller 18 outputs an H-level byte 
selection control signal SSd so that the selector 19d selects 
the 0^^ byte of the correction data SCDT. Also, if the corre- 

25 spondence detection signal SCO is at H-level, the 2"*^-bit value 
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. Of the correction address SCAD is different from the 2^^-bit 
value of the address signal SAD and the low-order-2-bit value 
of the correction address SCAD is one or more, then the byte 
selection controller 18 also outputs the H-level byte selecti- 

5 on control signal SSd so that the selector 19d selects the O''^ 
byte of the correction data SCDT. 

Hereinafter, it will be described how the stored data 
modifier with such a configuration operates • 

FIG. 3A illustrates part of a program stored on the 

10 masked ROM 11 while the one-chip microcomputer is fabricated. 
This part of the program is a list of instructions before an 
error found there is corrected. In FIGS. 3A, 3B, 5A, 5B, 6A 
and 6B, mnemonics of instructions are described on the right, 
operation codes thereof as hexadecimal representations in the 

15 middle, and addresses thereof on the ROM 11 as hexadecimal 
representations on the left. In the list illustrated in FIG. 
3A, three instructions are described. As shovn in FIG. 3A, a 
MOV instruction of reading out data from a memory onto a reg- 
ister is located in a storage area specified by the address 

20 "4080". An ADD instruction of adding the data read out is 
specified by the address "4081". And a MOV instruction of 
storing the sum back on the memory is specified by the address 
"4085". The sizes of these instructions are 1, 4 and 3 bytes, 
respectively. In this case, the operation code of the ADD in- 

25 struction on the second row covers a storage area requiring 
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* ^ two access operations (i.e., a set of four bytes starting at 
the address 'M080" and another set of four bytes starting at 
the address 'M084"). 

If this part of the program shown in FIG. 3 A is used 
5 without being modified, the ROM data signal SROM, output from 
the masked ROM 11 on a four-byte basis, is passed as it is to 
the microprocessor 12. 

First, a set of four bytes starting at the address 
'^4080" (i-e-, ''70", "FA", "CO" and "34" in this order) is 

10 output as the ROM data signal SROM. Since no correction ad- 
dress SCAD has been specified on the address register 13 in 
this case, the correspondence detector 15 does not output the 
H-level correspondence detection signal SCO and the byte se- 
lection control signals SSa through SSd output from the byte 

15 selection controller 18 all remain low. Accordingly, the 
byte selector 19 outputs the set of four bytes, which has 
been input as the ROM data signal SROM, as the data signal 
SDT without modifying it. As a result, the four-byte data 
stored at respective addresses starting at "4080" on the 

20 masked ROM 11 is sent as it is to the microprocessor 12. In 
the same way, the next set of four bytes (i.e., "12", "02", 
"AB" and "89" in this order) starting at the address "4084" 
is sent as it is as the data signal SDT to the microprocessor 
12. 

25 Suppose an error was found in the ADD instruction speci- 
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^ fied by the address after the one-chip microcomputer 

had been completed with the program written on the masked ROM 
11. In that case, the ADD instruction specified by the ad- 
dress "4081" is herein replaced with a CALL (i.e., a subrou- 
5 tine branch) instruction as shown in FIG. 3B, thereby 
correcting the error found in this program. 

To make this correction, before the microprocessor 12 
executes the program (e.g., during a reset interval), the ad- 
dress ''4081'' and an operation code (FA, FF, 67, 45) are 
10 specified as the correction address SCAD and correction data 
SCDT for the address and data registers 13 and 14, respec- 
tively, by supplying the serial write clock and data signals 
CLK and WDT through the external terminals of the one-chip 
microcomputer . 

15 The four bytes of the correction data SCDT should be se- 

quentially specified from a byte position indicated by the 
low-order-2-bit value of the correction address SCAD. In the 
illustrated example, the low-order-2-bit value of the correc- 
tion address SCAD (i.e., 4081) is "1". Accordingly, the first 

20 byte "FA" of the correction data SCDT is placed at the 1^^ byte 
position on the data register 14. In the same way, the other 
three bytes "FF", "67" and "45" are placed at the 2'''^, 3^^ and 
0^^ byte positions, respectively. 

Next, it will be described how the data modifier of the 

25 first embodiment operates after the correction address SCAD 
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^ and correction data SCDT have been specified. 

When the microprocessor 12 accesses the masked ROM 11 
with the address "4080'' specified, the masked ROM 11 outputs 
the data word that was written thereon when the one-chip mi- 
5 crocomputer was fabricated, i.e., "70", "FA", "CO" and "34", 
as the ROM data signal SROM just like before the program was 
modified. Then, the correspondence detector 15 compares the 
address "4080" specified by the address signal SAD to the 
correction address SCAD "4081" output from the address regis- 

10 ter 13. Since the detector 15 finds correspondence between 
the correction address "4081" and the four addresses starting 
at the specified address "4080", the detector 15 outputs an 
H-level correspondence detection signal SCO. 

In this case, the 2''^-bit value of the address "4080" 

15 specified by the address signal SAD is "0", the 2'''^-bit value 
of the correction address SCAD is also "0" and the low-order- 
2-bit value of the address SCAD is "1". Accordingly, the 
byte selection controller 18 outputs H-level byte selection 
control signals SSa through SSc and an L-level byte selection 

20 control signal SSd. In response, the selectors 19a through 
19c in the byte selector 19 select the 3"^^, 2"^^ and l^'' bytes of 
the correction data SCDT output from the data register 14. On 
the other hand, the selector 19d still selects the same 0^^ 
byte of the ROM data signal SROM just like before the program 

25 modification. As a result, the byte selector 19 outputs a da- 
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- ta signal SDT comprised of "10" , "FK" , '^fF" and "61" as 0^^ 
through 3""*^ bytes, respectively. 

When the microprocessor 12 accesses the masked ROM 11 
with the address 'M084" specified, the masked ROM 11 outputs 
the data word that was written thereon when the one-chip mi- 
crocomputer was fabricated, i.e., "12", "02", "AB" and "89", 
as the ROM data signal SROM just like before the program was 
modified. Then, the correspondence detector 15 compares the 
address "4084" specified by the address signal SAD to the 
correction address SCAD "4081" output from the address regis- 
ter 13. Since the detector 15 finds correspondence between 
the correction address "4081" and the four addresses preced- 
ing the specified address "4084", the detector 15 outputs an 
H-level correspondence detection signal SCO. 

In this case, the 2''*^-bit value of the address "4084" 
specified by the address signal SAD is "1". Accordingly, the 
byte selection controller 18 outputs L-level byte selection 
control signals SSa through SSc and an H-level byte selection 
control signal SSd. In response, the selectors 19a through 
19c in the byte selector 19 select the 3'''^, 2''^ and l^"" bytes of 
the ROM data signal SROM, while the selector 19d selects the 
0*"^ byte of the correction data SCDT. As a result, the byte 
selector 19 outputs a data signal SDT comprised of "45", "02", 
"AB" and "89" as O''^ through B""^ bytes, respectively. 

On the other hand, if the microprocessor 12 accesses the 
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* masked ROM 11 at any address other than and ''4084", 

then the correspondence detector 15 outputs an L-level corre- 
spondence detection signal SCO, m that case, the ROM data 
signal SROM output from the masked ROM 11 is sent as it is as 
the data signal SDT to the microprocessor 12, 

In this manner, by setting ''4081" as the correction ad- 
dress SCAD for the address register 13 and "45", "FA", "fF" 
and "67" as correction data SCDT for the data register 14, a 
data signal SDT consisting of the four bytes "70", "FA", "fF" 
and "67" is sent to the microprocessor 12 when the address 
specified is "4080". On the other hand, when the address 
specified is "4084", a data signal SDT consisting of the four 
bytes "45", "02", "AB" and "89" is sent to the microprocessor 
12. As a result, the program is modified as shown in FIG. 3B. 

As described above, according to this embodiment, the 
correspondence detector 15 and byte selection controller 18 
controls the byte selector 19 so that the byte selector 19 se- 
lectively outputs the ROM data signal SROM output from the 
masked ROM 11 or the correction data SCDT on a byte-by-byte 
basis. Thus, even where an error was found in an instruction 
covering a storage area requiring two access operations (sup- 
posing the number of bytes of each instruction code is four or 
less) as in the example shown in FIGS. 3a and 3B, the instruc- 
tion can be replaced easily. 

In the foregoing embodiment, the microprocessor 12 is 
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* supposed to adopt the little endian method as a byte storing 
method. However, the present invention is easily imple- 
mentable even if the microprocessor 12 adopts the big endian 
method. In that case, the byte selection control signals SSa 

5 through SSd output from the byte selection controller 18 
should be differently associated with the selectors 19a 
through 19d included in the byte selector 19. Specifically, 
the selectors 19a, 19b, 19c and 19d should be controlled re- 
sponsive to the byte selection control signals SSd, SSc, SSb 

10 and SSa, respectively. 

EMBODIMENT 2 

FIG. 4 illustrates a configuration for a stored data 
modifier according to a second embodiment of the present in- 

15 vent ion. This circuit is also built in an LSI and forms an 
integral part of a so-called "one-chip microcomputer" . In 
FIG. 4, each component also shown in FIG. 1 is identified by 
the same reference numeral and the detailed description there- 
of will be omitted herein. 

20 The data modifier shown in FIG. 4 includes first and sec- 

ond address registers 23A and 23B and first and second data 
registers 24A and 24B so that two errors found in the data on 
the masked ROM 11 can be corrected at a time. 

Each of the first and second address registers 23A and 

25 23B retains a correction address SCADl or SCAD2 thereon. 
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. while each of the first and second data registers 24A and 24B 
retains correction data SCDTl or SCDT2 with a width of 4 
bytes (i.e., 32 bits) thereon. As in the first embodiment, 
the serial write clock and data signals CLK and WDT are input 
to the address and data registers 23 A, 23B, 24A and 24B. By 
using these signals CLK and WDT, any correction address SCADl 
or SCAD2 and any correction data SCDTl or SCDT2 can be speci- 
fied for the address and data registers 23A, 23B, 24A and 24B 
externally from the one-chip microcomputer. 

As shown in FIG. 4, the data modifier further includes 
first and second correspondence detectors 25 A and 25B. Each 
of these correspondence detectors 25A and 25B compares the 
input address signal SAD to the correction address SCADl or 
SCAD2 specified for the associated address register 23A or 
23B, respectively. When the detector 25A or 25B finds corre- 
spondence between the associated correction address SCADl or 
SCAD2 and any of a predetermined number of addresses includ- 
ing the address specified by the input address signal SAD, 
the detector 25A or 25B outputs a correspondence detection 
signal SCOl or SC02. Specifically, if the correction address 
SCADl or SCAD2 is included in either a set of four addresses 
starting at the address specified by the input address signal 
SAD or a set of three addresses preceding the specified ad- 
dress, the detector 25A or 25B outputs an H-level correspon- 
dence detection signal SCOl or SC02. 
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Suppose the low-order- 2 -bit value of the correction ad- 
dress SCADl or SCAD2 is not "0'\ In that case, if the address 
signal SAD instructs to access a set of four bytes, including 
a byte specified by the correction address SCADl or SCAD2 and 
starting at a 4-byte-aligned address, and another set of four 
bytes succeeding the former set, then the detector 25A or 25B 
asserts the correspondence detection signal SCOl or SC02. But 
if the low-order-2-bit value of the correction address SCADl 
or SCAD2 is "0", it's a different story. In that case, only 
when the address specified by the address signal SAD matches 
the correction address SCADl or SCAD2, the detector 25A or 25B 
outputs an H-level correspondence detection signal SCOl or 
SC02. In this respect, the correspondence detector 25A or 25B 
of the second embodiment operates differently from the coun- 
terpart 15 of the first embodiment. 

More specifically, the detector 25A or 25B subtracts a 
value of the correction address SCADl or SCAD2 excluding the 
low-order 2 bits thereof from a value of the address signal 
SAD excluding the low-order 2 bits thereof. And if the re- 
mainder is "0" or if the remainder is "1" but the low-order-2- 
bit value of the correction address SCADl or SCAD2 is not "0" 
(this means that (address signal SAD- correction address SCADl 
or SCAD2) is -3 or more and 3 or less), then the detector 25A 
or 25B outputs the H-level correspondence detection signal 
SCOl or SC02. 
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The correspondence detection signals SCOl and SC02 are 
input to a data register selector 31 and an address register 
selector 32. 

The data registers 24A and 24B respectively output the 
correction data SCDTl and SCDT2 to the data register selector 
31, In response to the H-level correspondence detection sig- 
nal SCOl or SC02, the data register selector 31 selects the 
correction data SCDTl or SCDT2 associated with the H-level de- 
tection signal SCOl or SC02, and then outputs the selected one 
as selected correction data SSCDT. The address registers 23A 
and 23B respectively output the low-order-3-bit values of the 
correction addresses SCADl and SCAD2 to the address register 
selector 32. In response to the H-level correspondence detec- 
tion signal SCOl or SC02, the address register selector 32 se- 
lects the low-order-3-bit value of the correction address 
SCADl and SCAD2 associated with the H-level detection signal 
SCOl or SC02, and then outputs the selected one as a selected 
correction address signal SSCAD. 

The selected correction data SSCDT output from the data 
register selector 31 and the low-order-2-bit value of the se- 
lected correction address signal SSCAD output from the address 
register selector 32 are input to a data rotator 33. The data 
rotator 33 rotates the value represented by the selected cor- 
rection data SSCDT by the number of bytes corresponding to the 
low-order-2-bit value of the selected correction address sig- 
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* nal SSCAD^ thereby outputting the result as rotated data SRT, 
The stored data selecting section 17 has the same con- 
figuration as the counterpart 17 of the first embodiment. 
Specifically, the byte selection controller 18 receives the 
5 selected correction address signal SSCAD and a logical sum 
SSCO of the correspondence detection signals SCOl and SC02 
and generates the byte selection control signals SSa through 
SSd in accordance with the same logic as that applied to the 
first embodiment. The byte selector 19 receives the ROM data 
f;F| 10 signal SROM with a width of 4 bytes and the rotated data SRT 
v| output from the data rotator 33. In response to the byte se- 

14 lection control signals SSa through SSd, the byte selector 19 

'[^ selects, on a byte-by-byte basis, either the ROM data signal 

SROM or the rotated data SRT and then outputs a selected com- 
15 bination of bytes as a data signal SDT to the microprocessor 
12 . 

Hereinafter, it will be described how the stored data 
modifier with such a configuration operates. 

FIG. 5 A illustrates part of a program stored on the 
20 masked ROM 11 while the one-chip microcomputer is fabricated. 
This part of the program is a list of instructions before er- 
rors found there are corrected. In the example illustrated in 
FIG. 5 A, errors are supposed to be found not only in the ADD 
instruction with the address ''4081" but also in AND and CMP 
25 instructions with the addresses "4105" and "4109", respec- 
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^ tively. Accordingly, in the modified program list shown in 
FIG. 5B, the ADD instruction with the address "4081" has been 
replaced with a CALL instruction comprised of ''FA", ''FF", "SI" 
and "45" and a set of four bytes starting at the address 
"4107" has been replaced with "08", "00", "AO" and "08" to 
correct the errors. 

To make these corrections, before the microprocessor 12 
executes the program (e.g., during a reset interval), the ad- 
dresses "4081" and "4107" are specified as the correction ad- 
dresses SCADl and SCAD2 at the address registers 23A and 23B 
and two sets of bytes "FA", "FF", "67" and "45" and "08", 
"00", "AO" and "08" are specified as the correction data 
SCDTl and SCDT2 at the data registers 24A and 24B by supply- 
ing the serial write clock and data signals CLK and WDT 
through the external terminals of the one-chip microcomputer. 

In the second embodiment, there is no need to determine 
the byte arrangement for the correction data SCDTl and SCDT2 
in accordance with the low-order-2-bit values of the correc- 
tion addresses SCADl and SCAD2, respectively, unlike the first 
embodiment. That is to say, the respective bytes of the cor- 
rection data SCDTl or SCDT2 may be placed at the 0^^, 1^^, 2'''^ 
and S""^ bytes on the associated data register 24A or 243 in 
this order. This effect is attainable by additionally provid- 
ing the data rotator 33 for this stored data modifier. As for 
the data rotator 33, it will be described later exactly how 
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^ the rotator 33 operates. 

Next^ it will be described how the data modifier of the 
second embodiment operates after the correction addresses 
SCADl and SCAD2 and correction data SCDTl and SCDT2 have been 
specified. 

When the microprocessor 12 accesses the masked ROM 11 
with the address "4080" specified, the masked ROM 11 outputs 
the data word that was written thereon when the one-chip mi- 
crocomputer was fabricated, i.e., "70", "FA", "CO" and "34", 
as the ROM data signal SROM. Then, the first correspondence 
detector 25 A compares the address "4080" specified by the ad- 
dress signal SAD to the correction address SCADl "4081" out- 
put from the first address register 23A. Since the detector 
25A finds correspondence between the correction address SCADl 
"4081" and the four addresses starting at the specified ad- 
dress "4080", the detector 25A outputs an H-level correspon- 
dence detection signal SCOl. On the other hand, the second 
correspondence detector 25B compares the address "4080" 
specified by the address signal SAD to the correction address 
SCAD2 "4107" output from the second address register 23B. 
Since the detector 25B finds no correspondence between the 
correction address SCAD2 "4107" and a set of four addresses 
starting at the specified address "4080" or a set of three 
addresses preceding the specified address "4080", the detec- 
tor 253 outputs an L-level correspondence detection signal 
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- SC02. 

In this case, the first correspondence detection signal 
SCOl is high. Accordingly, the address register selector 32 
selects the low-order- 3 -bit value of the correction address 
SCADl (with the address "4081") that has been output from the 
first address register 23A and then outputs the selected one 
as a selected correction address SSCAD. Also, the data regis- 
ter selector 31 selects the correction data SCDTl that has 
been output from the first data register 24A and then outputs 
the selected one as selected correction data SSCDT, 

Then, the low-order-2-bit value of the selected correc- 
tion address SSCAD input to the data rotator 33 is "1". Thus, 
the data rotator 33 rotates the selected correction data SSCDT 
received, i.e., the output of the data register 24A consisting 
of ''FA", "FF", "67" and "45", by one byte, thereby outputting 
a rotated data signal SRT comprised of "45" , "FA" , "FF" and 
"67" . 

In this case, the 2^^-bit value of the address "4080" 
specified by the address signal SAD is "0", the 2''^-bit value 
of the selected correction address SSCAD is also "0" and the 
low-order-2-bit value of the address SSCAD is "1". Accord- 
ingly, the byte selection controller 18 outputs H-level byte 
selection control signals SSa through SSc and an L-level byte 
selection control signal SSd. In response, the byte selector 
19 selects the 0"^^ byte of the ROM data signal SROM and the 1^% 



32 



^ 2" and 3^ bytes of the rotated data signal SRT in combination 
for the data signal SDT. As a result, ''70", "FA", "FF" and 
"67" are output as the data signal SDT. 

In the same way, when the microprocessor 12 accesses the 
masked ROM 11 with the address ''4084" specified, the first 
and second correspondence detectors 25A and 25B output H- and 
L-level correspondence detection signals SCOl and SC02, re- 
spectively. As a result, "45", "02", "AB" and "89" are output 
as the data signal SDT. 

When the microprocessor 12 accesses the masked ROM 11 
with the address "4104" specified, the first correspondence 
detector 25A compares the address "4104" specified by the ad- 
dress signal SAD to the correction address SCADl "4081". 
Since the detector 25 A finds no correspondence between the 
correction address SCADl ''4081" and a set of four addresses 
starting at the specified address "4104" or a set of three 
addresses preceding the specified address "4104", the detec- 
tor 25A outputs an L-level correspondence detection signal 
SCOl. On the other hand, the second correspondence detector 
25B compares the address "4104" specified by the address sig- 
nal SAD to the correction address SCAD2 "4107". Since the 
detector 25B finds correspondence between the correction ad- 
dress SCAD2 "4107" and the four addresses starting at the 
specified address "4104", the detector 25B outputs an H-level 
correspondence detection signal SC02. Accordingly, the ad- 
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^ dress register selector 32 selects the low-order-3 bit value 
of the correction address SCAD2 (with the address ''4107") and 
then outputs the selected one as a selected correction address 
SSCAD. Also, the data register selector 31 selects the cor- 
rection data SCDT2 and then outputs it as selected correction 
data SSCDT. 

In this case, the low-order-2-bit value of the selected 
correction address SSCAD input to the data rotator 33 is "3". 
Thus, the data rotator 33 rotates the selected correction data 
SSCDT received, i.e., the output of the data register 24B con- 
sisting of '^08'^ "00", ''AO- and "08", by three bytes, thereby 
outputting a rotated data signal SRT comprised of ''00'', "AO'', 
"08" and "08". 

Then, the 2''^-bit value of the address "4104" specified 
by the address signal SAD is "1", the 2"^-bit value of the se- 
lected correction address SSCAD is also "1" and the low- 
order-2-bit value of the address SSCAD is "3". Accordingly, 
the byte selection controller 18 outputs L-level byte selec- 
tion control signals SSa through SSc and an H-level byte se- 
lection control signal SSd. In response, the byte selector 19 
outputs "71", "FA", "EO" and "08" as the data signal SDT. 

In the same way, when the microprocessor 12 accesses the 
masked ROM 11 with the address "4108" specified, the first 
and second correspondence detectors 25A and 25B output L- and 
H-level correspondence detection signals SCOl and SC02, re- 
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^ spectively. As a result, "00", "AO", "08" and "C8" are output 
as the data signal SDT. 

On the other hand, when the microprocessor 12 accesses 
the masked ROM 11 with any address other than "4080", "4084", 
"4104" or "4108" specified, the first and second correspon- 
dence detectors 25A and 25B each output an L-level correspon- 
dence detection signal SCOl or SC02. As a result, the ROM 
data signal SROM output from the masked ROM 11 is sent as a 
data signal SDT to the microprocessor 12 without being sub- 
jected to any modification. 

In this embodiment, "4081" and "4107" are specified as 
correction addresses SCADl and SCAD2 for the address registers 
23A and 23B and "FA", "ff", "67" and "45" and "08", "00", "AO" 
and "08" are specified as correction data SCDTl and SCDT2 for 
the data registers 24A and 24B. Then, where the correction 
address SCADl is found in a predetermined number of addresses 
including a specified address, the correction data SCDTl is 
sent to the microprocessor 12. On the other hand, where the 
correction address SCAD2 is found in a predetermined number of 
addresses including a specified address, the correction data 
SCDT2 is sent to the microprocessor 12. As a result, the pro- 
gram can be modified as shown in FIG. 5B. 

FIG. 6A also illustrates part of a program stored on the 
masked ROM 11 while the one-chip microcomputer is fabricated. 
This part of the program is a list of instructions before er- 
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- rors found there are corrected. In the example illustrated in 
FIG. 5A, errors are supposed to be found not only in the ADD 
instruction with the address but also in the MOV in- 

struction with the address ''4085". Accordingly, in the modi- 
fied program list shown in FIG. 6B, the four bytes starting at 
the address "4081" are replaced with ''FA'', "FF'', and 
and the three bytes starting at the address "4085" are re- 
placed with "02", "EF" and "CD" to correct the errors. 

In modifying a sequence covering a storage area of more 
than 4 contiguous bytes, 4-byte-aligned addresses are speci- 
fied according to this embodiment as the correction addresses 
SCADl and SCAD2 for the address registers 23 A and 23B. More 
specifically, addresses "4080" and "4084" are specified as the 
correction addresses SCADl and SCAD2 for the address registers 
23A and 23B and "70", "FA", "FF" and "67" and "45", "02", "EF" 
and "CD" are specified as the correction data SCDTl and SCDT2 
for the data registers 24A and 24B. 

According to these settings, when the microprocessor 12 
accesses the masked ROM 11 with the address "4080" specified, 
H- and L-level signals are output as the first and second cor- 
respondence detection signals SCOl and SC02, respectively. In 
that case, the correction data SCDTl, output from the data 
register 24A, is delivered as selected correction data SSCDT 
from the data register selector 31, and then output as a ro- 
tated data signal SRT from the data rotator 33. Also, since 
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^ the byte selection control signals SSa through SSd output are 
all high, the correction data SCDTl output from the data reg- 
ister 24A, i.e., "10", "FA", "FF" and "67", is delivered as 
the data signal SDT. 

When the microprocessor 12 accesses the masked ROM 11 
with the address "4084" specified, L- and H-level signals are 
output as the first and second correspondence detection sig- 
nals SCOl and SC02, respectively. Accordingly, the correction 
data SCDT2 output from the data register 24B, i.e., "45", 
"02", "EF" and "CD", is delivered as the data signal SDT. As 
a result, the program can be modified as shown in FIG. 6B. 

As described above, the stored data modifier of this em- 
bodiment includes two address registers, two data registers 
and two correspondence detectors. Accordingly, the data modi- 
fier can correct two errors in a single access as in the exam- 
ple illustrated in FIGS. 5A and 5B although such error 
correction usually requires two accesses. Also, if a given 
correction address is a 4 -byte-aligned address, the correspon- 
dence detectors do not consider adjacent addresses into con- 
sideration. Thus, the data modifier can modify data 
consisting of four or more contiguous bytes that start at the 
4 -byte-aligned address. 

Moreover, the data modifier of this embodiment further 
includes a data rotator for rotating correction data by the 
number of bytes corresponding to the low-order-2-bit value of 
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^ a correction address • Accordingly, the respective bytes of 
correction data can be specified for a data register in the 
same order as what will be adopted for modification. It is 
naturally possible to omit the data rotator 33 so that the se- 
lected correction data SSCDT output from the data register se- 
lector 31 is input as it is to the byte selector 19. In that 
case, however, the respective bytes of correction data should 
be sequentially specified from a byte position indicated by 
the low-order- 2 -bit value of the correction address as in the 
first embodiment. 

On the other hand, if the data rotator of the second em- 
bodiment is additionally provided for the data modifier of the 
first embodiment, the effects of the second embodiment are al- 
so attainable. Specifically, a data rotator for rotating cor- 
rection data SCDT by the number of bytes corresponding to the 
low-order-2-bit value of the correction address SCAD may be 
placed between the data register 14 and byte selector 19 in 
the data modifier shown in FIG. 1. Then, the respective bytes 
of the correction data SCDT can be specified for the data reg- 
ister 14 in the same order as what will be adopted for modifi- 
cation. 

The data modifier of the second embodiment includes a 
pair of address registers, a pair of data registers and a pair 
of correspondence detectors. However, it would be obvious to 
those skilled in the art that three or more address registers. 
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' data registers or correspondence detectors may be provided in- 
stead. 

In the foregoing illustrative embodiments, N is supposed 
to be two and a data word consisting of 4 (=2^) bytes is read 
out at a time from the masked ROM 11. Alternatively, the pre- 
sent invention is naturally applicable to any other masked ROM 
that outputs a data word consisting of any other power-of-two 
bytes . 

Also, in the foregoing embodiments, the correction ad- 
dress and correction data are supposed to be specified through 
external terminals of a one-chip microcomputer. Instead, the 
correction address and correction data may also be specified 
using a program executed by the microprocessor 12. In that 
case, the correction addresses and correction data may be 
stored on an electrically programmable memory, like a flash 
ROM, provided inside or outside of the one-chip microcomputer, 
and a boot program may be made so that any of these values are 
specified for the address and data registers. 

Furthermore, in the foregoing embodiments, operation 
codes stored on the masked ROM 11 are modified. However, data 
of any other type can be modified in a similar manner. 

Furthermore, in the foregoing embodiments, the data 
stored on the masked ROM 11 is modified. But it should be ea- 
sily understandable to those skilled in the art that the in- 
ventive data modifier can also modify data stored on any 
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* storage medium other than the masked ROM in the same way. 

As described above, on finding correspondence between a 
correction address and one of a predetermined number of ad- 
dresses including one specified by an address signal, the in- 
ventive stored data modifier selectively delivers, on a byte- 
by-byte basis, either the output data of a storage medium or 
correction data in accordance with the address signal and cor- 
rection address. Accordingly, the data modifier can modify 
data starting at any arbitrary address. For example, the data 
modifier can modify an operation code that has been stored ac- 
ross an access boundary. 
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